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PRIVACY AND INFORMATION TECHNOLOGY
DAVID COSGRAVE, a solicitor involved in establishing the Internet Association's 

Code of Conduct, looks at some relevant privacy issues.

Y our cred it card com pany 
knows that you like four star 
hotels and musicals. Your 
internet service provider knows what 

model computer you own and that 
you are in terested  in  nud e 
photographs of celebrities. What will 
they do with this information?
Our privacy, that illusive quality of 
personal seclusion, is shrinking as the 
information revolution expands.
"Privacy" means different things, 
depending on its context. The growth 
of information technology, and the 
in tern et, ra ise  co n cern s about 
"information privacy". This phrase 
addresses the individual's claim to 
co n tro l how  th e ir  "p erso n a l 
information" about them -  another 
idea of uncertain proportions -  is 
acquired, disclosed and used.
The need for information privacy is 
based on two propositions.
First, that control over our personal 
inform ation is im portant because 
mere awareness by others of certain 
types of information is potentially 
harmful.
Second, that personal information can 
be used improperly, unfairly or for 
purposes other than those intended 
by an individual.
The erosion of information privacy 
by technology occurs in three ways:

• Greater Access to Information.
This is not sim ply because 
p rev io u sly  co n fid en tia l
information is now public, but 
rather because technology is 
changing what "public" means. 
Com puter netw orks ensure 
that "public access" can mean 
the entire on-line world.

• Collection of Information 
The pow er of e le c tro n ic  
databases to collate and share 
o th erw ise  m ean in g less
in fo rm atio n  a llo w s an 
ex ten siv e  p ro file  of an 
individual to be created.

• Storage of Information
The ubiquity  of inform ation 
technology allow s m ore and 
m ore redundant inform ation 
about us to be kept for longer 
periods.

THE STATE OF THE LAW
Maintaining, let alone increasing the 
degree of privacy that we used to take 
for granted, will require organised and 
w id esp read  reg u la to ry  co n tro ls . 
Unfortunately, the rights and regulation 
we currently have are inadequate.
The High Court, in a 1937 decision, 
refused to recognise a right of privacy at 
common law. Although there have been 
recentindications of a more sympathetic 
approach, there is no common law right 
to privacy in Australia.
One attempt to repair this deficiency is 
the Commonwealth Privacy Act. This 
was drafted to accompany the Australia 
Card Bill, amid concern that the Australia 
Card's introduction would compromise 
individual privacy. Introducing the Bill, 
the then Attorney General stated:
"W ith tire greater range of services being 
provided by the G overnm ent, the 
greater is the accumulation of personal 
information about individuals. More 
than anything else, the capacity of 
m odern  com p u ters to search  and 
process information offers tire greatest 
potential of invasion of personal privacy 
by misuse."
The Privacy Act controls three types of 
information:

• personal information collected by 
Federal departments or agencies;

• tax file numbers; and
• consumer credit files held and 

circu la ted  by p rivate  cred it 
reporting agencies.

In 1991 the C om m on w ealth  
Government also introduced the Data- 
Matching Program (Assistance and Tax) 
Act to reg u late  g ov ern m en t data 
matching programs.

At the time of writing, no comparable 
State legislation to either the Privacy 
Act or the Data-Matching Program 
(Assistance and Tax) Act is in force. The 
C om m onw ealth  governm ent has 
announced its intention to amend the 
Privacy Act to cover the private sector.
Similar principles to those contained 
in the Privacy Act have been used in 
the recent European Union Directive 
on data protection.
Under this Directive, which European 
Union members must implement by 
1998, an individual's prior consent is 
req u ired  b efo re  th e ir p erso n al 
information can be used. To obtain a 
valid consent from an individual, they 
must be told what the intended use is. 
An individual also has the right to 
deny access and to seek enforcement 
of their privacy rights.
In effect, the Directive establishes that 
an individual can own their personal 
inform ation. By establish ing this 
exp ress right of ow n ersh ip , the 
Directive has also created a market in 
personal information. For example, 
some European stores offer a discount 
scheme in exchange for permission to 
gather data on their client's purchases.

CONCLUSION
Inform ation technology is rapidly 
destroying many characteristics of our 
vague and protean concept of privacy. 
This change forces us to consider 
afresh what information we want kep t 
private and how best to achieve it.
M ore e ffe c tiv e  le g is la tio n , if  it 
ex p ressly  ack n o w led g es our 
ownership of or personal information 
and gives us the means to protect it, 
would be one goal. Another may be to 
recognise that, in a consum er-driven 
society, personal information has a 
m arket value w hich  ensu res its 
protection if there is money to be 
made. There may be a market for 
o rg an isa tio n s to a c t as p riv acy  
guardians, screening an individual's 
contacts with the outside world.
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