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Blockchain and

cryptocurrency for barristers

Litigation relating to blockchains, cryptocur-
rencies and TCOs’ is inevitable. It is therefore
worth knowing at least a little about them and
how they work. This article aims to provide
the briefest of introductions to this fascinating
world.

Blockchain

A blockchain is a trustless, decentralised
ledger. ‘Ledger’ as in a bookkeeping document
in which one records credits and debits against
each account within that ledger. ‘Decentral-
ised’ in that copies of exactly the same ledger
are stored on thousands of computers around
the world. “Trustless’ in that one does not have
to trust a centralised controller, such as a bank,
to put correct entries onto the ledger. Rather,
a network of computers work together follow-
ing a set of fixed rules to process transactions.
In this way, thousands of people can agree on
who owns the assets recorded in the ledger and
they can trade those assets with one another
without having to go through an intermediary
such as a bank.

Bitcoin and other cryptocurrencies

The original blockchain was bitcoin, which
the inventor(s) (pseudonymously named Sa-
toshi Nakamoto and anonymous to this day)
called a peer-to-peer electronic cash system.!
‘Peer-to-peer’ meaning that, like cash, one
person can pay another person without
having to make the payment through an
intermediary. Unlike cash, bitcoin and other
cryptocurrencies are native electronic cur-
rencies. They are intangible. Each exists only
on its own blockchain. Unlike cash, cryp-
tocurrencies are not issued by a state. Like
the currencies issued by modern states (fiat
currencies), bitcoin and other cryptocurren-
cies are not backed by gold or anything else.
Like fiat currencies, their value is based on a
collective belief that they have value.
Cryptocurrencies use a system of cryp-
tography called public key cryptography,
which allows a person to publicise their
public key (called an ‘address’ in relation to
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“I'll give you a HUGE bonus in bitcoins if you can
explain to me what the hell they are.”

blockchains) so that people can send crypto-
currency to that address, while keeping com-
pletely private their private key. Only the
person who knows the private key is able to
withdraw cryptocurrency from the address.
Owning bitcoin simply means that you have
the private key to the address. To transact
with bitcoin, a person signs a transaction
request cryptographically using his or her
private key, then broadcasts that transaction
to the network. It is stored in the network as
an unconfirmed transaction until it is placed
into a block on the blockchain and the trans-
action is thereby executed.

Other cryptocurrencies include either (the
native currency of the Ethereum network),
XRP (the native currency of the Ripple
network), litecoin, monero, zcash and tether

(pegged to the valued of the US dollar).

Legally speaking, what is cryptocurrency?

As with any asset, cryptocurrencies can have
different characterisations for different legal
purposes.

In Australia, cryptocurrencies are treated as
money for the purposes of GST.* However, for
income tax purposes, as with foreign curren-
cies, cryptocurrencies are CGT assets that can
trigger a CGT event on sale. ?

ASIC does not consider cryptocurrencies
to be financial products.® It appears that the
US Securities and Exchange Commission
agrees, at least so far as bitcoin and ether are
concerned.’

The European Court of Justice has held that
bitcoin is a currency and therefore its supply
is exempt from the imposition of value added
tax (VAT) in the European Union.® However,
the United States Internal Revenue Service
considers bitcoin and other cryptocurrencies
to be commodities.”

In some US criminal cases, bitcoins have
been treated as currency. For example, as the
money in a money laundering conspiracy ® or
as the money transferred in an illegal money
transferring business. °

ICOs and tokens

An ICO is an initial coin offering, a play on
the concept of an IPO (initial public offering).
The 2017 ICO craze has now died down but it
has not died out entirely.

In an ICO, someone wishing to raise
money — hopefully for a bona fide business
venture — offers ‘tokens’ to investors who con-
tribute money either in fiat currency or more
commonly in bitcoin or ether. The tokens are
said to have various rights attaching to them.
For example, a right to a percentage of the
profits of the business venture or a right to
use the tokens to transact on a future digital
platform to be created as part of the business
venture. These offers are made to the world at
large in a ‘whitepaper’ attached to the ICO
and in other public statements by the offerors.
‘Those buying the tokens probably believe that
they have entered into a contract with the
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offerors and are entitled to the rights offered
in connection with the tokens. However, the
offerors are usually a loose and sometimes
pseudonymous collection of people and the
offered rights are both so vaguely described as
to be incapable of enforcement and completely
dependent on the commencement and success

“It’s not fair. I get 10 years for counterfeiting
and people make fortunes with cryptocurrency!”

of the business venture.

Regulators in many countries have been
grappling with ICOs, in particular whether
or not tokens meet the definition of a security
in the US or a financial product or managed
investment scheme in Australia."” The answer

will be different for each different type of ICO.

The distinctive benefits of
blockchains and cryptocurrencies

Decentralised and censorship-resistant

Bitcoin is decentralised. There is no au-
thority that can be ordered to shut down the
network, to modify transactions or to refuse
certain types of transactions or transactors.
Its decentralisation also makes it censor-
ship-resistant. Other blockchains achieve
decentralisation and censorship-resistance
to lesser degrees. Some, such as private cor-
porate blockchains, do not aim for censor-
ship-resistance and are decentralised only to
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the extent required to prevent there being a
single point of failure which can be targeted
by attackers.

Permanent and immutable

A blockchain is a permanent and immuta-
ble record of past transactions. For bitcoin
and many other cryptocurrencies, the re-
cords are made permanent and immutable
by a system called ‘proof of work’. In a proof
of work system computers compete to find
a large number that meets certain specific
criteria (mining). Finding the number takes
a significant amount of computing power
and hence a significant amount of electric-
ity. It is therefore costly. The reward for the
successful computer is known as the block
reward, currently 12.5 bitcoins per block.
The successful miner broadcasts the new
block which contains transactions from the
unconfirmed transaction pool. Those trans-
actions become confirmed transactions and
all miners move on to trying to find the next
block. An additional feature which makes all
blockchains difficult to retrospectively alter
is that all blocks on a blockchain are cryp-
tographically linked together. Any attempt
to change one block would require changing
all subsequent blocks to be effective. It is
not literally impossible to modify a secure
blockchain such as bitcoin. Rather, it is so
costly and computationally impractical that
it is impossible in practice.

Complete history

A blockchain contains a complete history of
all transactions ever undertaken in the crypto-
currency which is native to that blockchain."
Digital

Because cryptocurrencies are native to the
digital world, they can be transferred rapidly
through digital communications systems such
as the internet. Because they are both digital
and peer-to-peer, they can be sent across na-
tional borders as easily as they can be sent to a
person in the next room.

Pseudonymous (not anonymous)

There is a common misconception that

Cryptocurrency transactions are anonymous.
They are not."* Rather, they are pseudonymous.
A name is not required to transaction with
cryptocurrency, but a cryptocurrency address is
required. Anyone looking at the blockchain can
see the amount and source of any cryptocurren-
cy arriving at an address or departing from that
address. Telling people one’s cryptocurrency
address —a necessary step in receiving payments
— also allows those people to see all past and
future transactions from that address. A person
may have many cryptocurrency addresses on
one blockchain but a careful analysis of the
blockchain will be able to link together many
such addresses. A US company called Chainal-
ysis specialises in providing this sort of de-an-
onymising service for the bitcoin blockchain to
governments and corporations.

Exchanges

If a person wants to convert cryptocurrency
into fiat currency (rather than spending the
cryptocurrency directly), that person will
either need to trade their cryptocurrency for
cash, or they will need to use the services of
at least one intermediary: a cryptocurrency
exchange or a bank, or both.

A bitcoin exchange is an online marketplace
where buyers and sellers of bitcoin can trade
with each other via an orderbook managed
by the exchange. To use an exchange, a user
creates an account with the exchange. The
user then deposits either traditional currency
or bitcoin. Traditional currencies are deposit-
ed by way of a bank transfer to the exchange’s
bank account. Bitcoin is deposited by sending
bitcoin to a bitcoin address nominated by
the exchange. The relevant amount is then
credited to the user’s account. The user can
then sell the bitcoin for traditional currency,
or vice versa. Having bought or sold, the user
can then withdraw the proceeds from their ex-
change account to their preferred destination
by way of a bank transfer or bitcoin transfer.

Almost all exchanges now require users to
prove their identity when signing up for an
account, in order to comply with anti-money
laundering requirements imposed on the
exchanges by most countries. This makes

Photo by Andre Francois on Unsplash



FEATURES

exchanges an excellent target for preliminary
discovery or subpoenas.

Other applications of
blockchain technology

Smart contracts’

The Ethereum blockchain markets itself
as being able to perform smart contracts.
Cryptocurrency lawyers are fond of saying
that ‘smart contracts’ are neither smart, nor
are they contracts. A smart contract is a com-
puter program which instructs a blockchain
to make a certain transaction if certain criteria
are met, for example at a certain time, or if
a certain number of digital signatures have
been provided (used to operate a multi-sig-
nature cryptocurrency wallets), or if a certain
authority has provided a certain input (used
to execute escrow transactions or bets). ICO
tokens are almost all issued as smart contracts
on the Ethereum blockchain.

Timestamping

A much more interesting application of
blockchain for barristers is its ability to pro-
vide evidence of the time before which a cer-
tain event must have occurred. Each block on
a blockchain is added one-by-one over time.
Each block has a time stamp. In its simplest
form, timestamping exists for every crypto-
currency transaction. There is an immutable
record that a certain transaction occurred at
a certain time. In its more advanced form,
any data (e.g. a contract, a novel, a digitised
picture) can be converted into a cryptographic
hash of that data. Then, the cryptographic
hash can be recorded on a blockchain. There
are various commercial operators providing
this service and almost all of them use the free
and open source OpenTimestamps protocol
which has been timestamping data to the
bitcoin blockchain since 2012.1

Asset ledgers

Blockchain is also being used to create
immutable, tamper-resistant ledgers of the
provenance of certain high value goods, such
as diamonds." The success of such initiatives
depends on two critical factors: whether the
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initial data inputs onto the
blockchain can truly be trust
ed and the level of security of
the chosen blockchain.

Other implementations

Blockchains are also being
used or developed for many
different  implementations,
some of which may be success-
ful, others of which may prove to be too costly,
too inefficient or too easily de-anonymised to
be useful. Examples include online voting sys-
tems,"” shipping supply chain ledgers,' patient
health records,” medical data for researchers,'®
digital identity systems and an ‘Australian
National Blockchain’ being developed by
Herbert Smith Freehills, CSIRO and IBM for

management of commercial contracts.”
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